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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees established
by the respective organization to deal with particular fields of technical activity. ISO and IEC technical
committees collaborate in fields of mutual interest. Other international organizations, governmental and non-
governmental, in liaison with ISO and IEC, also take part in the work. In the field of information technology, ISO
and IEC have established a joint technical committee, ISO/IEC JTC 1.

IEEE Standards documents are developed within the IEEE Societie
Committees of the IEEE Standards Association (IEEE-SA) Standards Bo4
through a consensus development process, approved by the Ameri

e-of a Patent Statement and Licensing Declaration Form, if

any, or in any lice g or non-discriminatory. Users of this standard are expressly
advised that dete@ 4 c ; W patent rights, and the risk of infringement of such rights, is
entirely their own asibility. F information may be obtained from ISO or the IEEE Standards
Association.

Standards Development Organization cooperation agreement between ISO and IEEE. IEEE is responsible for
the maintenance ofthis document with participation and input from ISO/IEC national bodies.

ISO/IEC/IEEE 8802 consists of the following parts, under the general title Information technology —
Telecommunications and information exchange between systems — Local and metropolitan area networks:

— Part 11: Wireless LAN medium access control (MAC) and physical layer (PHY) specifications
— Part 1X: Port-based network access control
— Part 1AE: Media access control (MAC) security

— Part 15-4: Wireless medium access control (MAC) and physical layer (PHY) specifications for low-rate
wireless personal area networks (WPANS)

© |EEE 2006 — All rights reserved iii
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Abstract: This standard specifies how all or part of a network can be secured transparently to peer
protocol entities that use the MAC Service provided by IEEE 802® LANs to communicate. MAC
security (MACsec) provides connectionless user data confidentiality, frame data integrity, and data
origin authenticity.

Keywords: authorized port, data origin authenticity, integrity/confidentiality, LANs, local area
networks, MAC Bridges, MAC security and tack, MAC Service, MANs, metropolitan area
networks, MSAP, port-based network access control, secure association, security, service access
point, transparent bridging
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IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating
Committees of the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its standards
through a consensus development process, approved by the American National Standards Institute, which brings
together volunteers representing varied viewpoints and interests to achieve the final product. Volunteers are not
necessarily members of the Institute and serve without compensation. While the IEEE administers the process
and establishes rules to promote fairness in the consensus development process, the IEEE does not independently
evaluate, test, or verify the accuracy of any of the information contained in its standards.

Use of an IEEE Standard is wholly voluntary. The IEEE disclaims liability for any personal injury, property or
other damage, of any nature whatsoever, whether special, indirect, consequential, or compensatory, directly or
indirectly resulting from the publication, use of, or reliance upon this, or any other IEEE Standard document.

The IEEE does not warrant or represent the accuracy or content of the material contained herein, and expressly
disclaims any express or implied warranty, including any implied warranty of merchantability or fitness for a spe-
cific purpose, or that the use of the material contained herein is free from patent infringement. IEEE Standards
documents are supplied “AS IS.”

The existence of an IEEE Standard does not imply that there are no other ways
purchase, market, or provide other goods and services related to the scope of the IEEE

subjected to review at least every five years for revision or reaffirmation.
years old and has not been reaffirmed, it is reasonable to conclude that

services for, or on behalf of, any person or entity. Nor i
other person or entity to another. Any perse 1
upon the advice of a competent profe
circumstances.

andards document, should rely
reasonable care in any given

Interpretations: Occasionally questions may ari ding\the msaning of portions of standards as they relate to
specific applications. When the need for int ;
action to prepare approprjate respo i g répresent a consensus of concerned interests, it is
important to ensure that 1

reason, IEEE and thg ieti d Standards Coordinating Committees are not able to provide an
instant response to iftetpresa e’cases where the matter has previously received formal
consideration, At APOS inaxs, or dducational courses, an individual presenting information on
IEEE standll 3 it cf at hi i$ws should be considered the personal views of that individual
rather than theNforn 18 i

Secretary, IEEE-SA Standards Board
445 Hoes Lane

Piscataway, NJ 08854

USA

Authorization to photocopy portions of any individual standard for internal or personal use is granted by the
Institute of Electrical and Electronics Engineers, Inc., provided that the appropriate fee is paid to Copyright
Clearance Center. To arrange for payment of licensing fee, please contact Copyright Clearance Center, Customer
Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions of
any individual standard for educational classroom use can also be obtained through the Copyright Clearance
Center.
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Introduction

This introduction is not part of IEEE Std 802.1AE-2006, IEEE Standard for Local and Metropolitan Area Net-
works: Media Access Control (MAC) Security.

This is the first edition of this standard.

Relationship between IEEE Std 802.1AE and other IEEE 802 standards

to publicly accessible LAN/MAN media for which securlty has not alred
amendment, IEEE P802.1af", to IEEE Std 802.1X-2004 is being dg

standard applies and for Wireless LANs.

A previous security standard, IEEE Std 803
been withdrawn.

Notice to users

Errata Q

Errata, if any,
standards.ieee.
errata periogt

standards can be accessed at the following URL: http://

g/t ata/index.html. Users are encouraged to check this URL for

Current interpret
index.html.

igns can be accessed at the following URL: http://standards.ieee.org/reading/icee/interp/

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken with respect to the existence or
validity of any patent rights in connection therewith. The IEEE shall not be responsible for identifying
patents or patent applications for which a license may be required to implement an IEEE standard or for
conducting inquiries into the legal validity or scope of those patents that are brought to its attention.

X Copyright © 2006 IEEE. All rights reserved.
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IEEE Standard for
Local and metropolitan area networks:

Media Access Control (MAC) Security

1. Overview

1.1 Introduction

IEEE 802® Local Area Networks (LAX(s) ¢ d 1@‘[ orKs that support mission-critical
applications. These include corporate networks, ofRconsiderable extent) and public networks that support
many customers with different economic 1 . that configure, manage, and regulate

access to these networks typically run oyer the netwe aselves. Preventing disruption and data loss

interconnect LANs in a network to ilconfidentiality of transmitted data and to take measures against
frames transm @ 3 ized i

MACsec facilitape

a) etwork connectivity and services

b)

c) source of network communication to the LAN of origin

d) public networks offering service to unrelated or possibly mutually suspicious

e) Secure cOmprunication between organizations, using a LAN for transmission
f)  Incremental and non-disruptive deployment, protecting the most vulnerable network components.

To deliver these benefits, MACsec has to be used in conjunction with appropriate policies for higher-level
protocol operation in networked systems, an authentication and authorization framework, and network

management. IEEE P802.1af " [B2]! provides authentication and cryptographic key distribution.

MACsec protects communication between trusted components of the network infrastructure, thus protecting
the network operation. MACsec cannot protect against attacks facilitated by the trusted components

IThe numbers in brackets correspond to those of the bibliography in Annex B.

Copyright © 2006 IEEE. All rights reserved. 1
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IEEE Std 802.1AE-2006 LOCAL AND METROPOLITAN AREA NETWORKS

themselves, and is complementary to, rather than a replacement for, end-to-end application-to-application
security protocols. The latter can secure application data independent of network operation, but cannot
necessarily defend the operation of network components, or prevent attacks using unauthorized
communication from reaching the systems that operate the applications.

1.2 Scope

The scope of this standard is to specify provision of connectionless user data confidentiality, frame data
integrity, and data origin authenticity by media access independent protocols and entities that operate
transparently to MAC Clients.

NOTE—The MAC Chents are as specified in IEEE Std 802, IEEE Std 802.2™, IEEE Std 802.1D™, IEEE Std 802.1Q™,
and IEEE Std 802.1X™ 2

To this end it

a)
b)
preservation of the semantics and parameters of service reg
c) i
d) Specifies security services that prevent, or restrict, the®
e)
protocols
f)

g) Speciﬁes the format of the MACsg
h)

i)  Specifies the interfe Y/and its associated and collocated MAC Security

Key Agreemen N ]) that provides and updates cryptographic keys.

j)  Specifies performarice irements ecommends default values and applicable ranges for the
operat .

k)  Specifie d within the architectural structure within end stations and
bridges.

Establi . v ats for management of MAC Security, identifying the managed objects

0) Specify how the relationships between MACsec protocol peers are discovered and authenticated, as
supported by key management or key distribution protocols, but makes use of IEEE P802.1af Key
Agreement for MAC security to achieve these functions.

2Notes in text, tables, and figures are given for information only, and do not contain requirements needed to implement the standard.

2 Copyright © 2006 IEEE. All rights reserved.
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MEDIA ACCESS CONTROL (MAC) SECURITY IEEE Std 802.1AE-2006

2. Normative references
The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced

document (including any amendments or corrigenda) applies.

Federal Information Processing Standards FIPS 197, Advanced Encryption Standard, 2001, Advanced
Encryption Standard Cyclic Block Chaining (AES—CBC).3

Galois Counter Mode of Operation (GCM), David A. McGrew, John Viega.4
IEEE Std 802, IEEE Standards for Local and Metropolitan Area Networks: Overview and Architecture.> ¢

IEEE Std 802.1D-2003, IEEE Standards for Local and Metropolitan Area Network: ia Access Control

(MAC) Bridges.

IEEE Std 802.1Q-2005, IEEE Standards for Local and Metropolitan Area
Area Networks.

IEEE Std 802.1X-2004, IEEE Standards for Local and Metropoli
Access Control.

IEEE Std 802.2™, IEEE Standard for \Infofmati achh
exchange between systen nd “metropolitan arga networks—Specific requirements—Part 2:

Logical link control.

IEEE Std 802.3", IER {nds sformation technology—~Part 3: Carrier Sense Multiple Access with
Collision Det S Methedand Physical Layer Specifications.

IEEE Std 802.1 formation technology—Telecommunications and information
exchange betwken Ry Losal apd metropolitan area networks—Specific requirements—Part 11:
Wireless L Control (MAC) and Physical Layer (PHY) specifications.

IEE EEE Standard for Information technology—Telecommunications and information
excha —[ocal and metropolitan area networks—Specific requirements—Part 11:
Wireless L2 Access Control (MAC) and Physical Layer (PHY) specifications—Media Access

Control (MAC) Secuptty Enhancements.

IEEE Std 802.17™, IEEE Standard for Information technology—Telecommunications and information
exchange between systems—Local and metropolitan area networks—Specific requirements—Part 17:
Resilient packet ring (RPR) access method & physical layer specifications.

3FIPS publications are available from the National Technical Information Service (NTIS), U. S. Dept. of Commerce, 5285 Port Royal
Rd., Springfield, VA 22161 (http://www.ntis.org/).

“This document can be downloaded from http://csrc.nist.gov/CryptoToolkit/modes/proposedmodes/gem/gem-spec.pdf.

SIEEE publications are available from the Institute of Electrical and Electronics Engineers, 445 Hoes Lane, P.O. Box 1331, Piscataway,
NJ 08855-1331, USA. IEEE publications can be ordered on-line from the IEEE Standards Website: http://www.standards.ieee.org

The IEEE standards or products referred to in this clause are trademarks of the Institute of Electrical and Electronics Engineers, Inc.

Copyright © 2006 IEEE. All rights reserved. 3
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IEEE Std 802.1AE-2006 LOCAL AND METROPOLITAN AREA NETWORKS

IETF RFC 1213: Management Information Base for Network Management of TCP/IP-based internets: MIB-
II, K. McCloghrie, M.T. Rose, March 1991.

IETF RFC 2578, STD 58, Structure of Management Information for Version 2 of the Simple Network
Management Protocol (SNMPv2), McCloghrie, K., Perkins, D., Schoenwaelder, J., Case, J., Rose, M.,
Waldbusser, S., April 1999.

IETF RFC 2579, STD 58, Textual Conventions for Version 2 of the Simple Network Management Protocol
(SNMPv2), McCloghrie, K., Perkins, D., Schoenwaelder, J., Case, J., Rose, M., Waldbusser, S., April 1999.

IETF RFC 2580, STD 58, Conformance Statements for SMIv2, McCloghrie, K., Perkins, D.,
Schoenwaelder, J., Case, J., Rose, M., Waldbusser, S., April 1999.

IETF RFC 2863, The Interfaces Group MIB using SMIv2, McCloghrie, K. and Kastenholz, F., June 2000.

IETF RFC 3418, Management Information Base (MIB) for the Simple Net+ 2 ent Protocol
(SNMP), Preshun, R., ED., December 2002.

ISO/IEC 7498-1, Information processing systems—Open Systems
Model—Part 1: The Basic Model.’

ISO/IEC 7498-2, Information processing systems—Opep tens ectioh—Basic Reference
Model—Part 2: Security architecture.

ISO/IEC 14882, Information Technology—~

ISO/IEC 15802-1, Information technolo®
systems—Local and metropolitan area
Control (MAC) service definition.

"ISO/IEC publications are available from the ISO Central Secretariat, Case Postale 56, 1 rue de Varemb¢, CH-1211, Genéve 20, Swit-
zerland/Suisse (http://www.iso.ch/). ISO/IEC publications are also available in the United States from Global Engineering Documents,
15 Inverness Way East, Englewood, Colorado 80112, USA (http://global.ihs.com/). Electronic copies are available in the United States
from the American National Standards Institute, 25 West 43rd Street, 4th Floor, New York, NY 10036, USA (http://www.ansi.org/).

4 Copyright © 2006 IEEE. All rights reserved.
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